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Introduction 
When you use your bank card, have contact with a relationship manager, product specialist or our customer 
service, when you bank online or visit our website, you share data with us.  This data can tell something about you 
personally or about your behavior.  Naturally, we handle this data with care. In this Privacy Statement you will find 
information about how Rabobank Wholesale Banking handles the processing of your personal data in the 
Netherlands. With examples we make this information easier to understand.  
 

What does the processing of personal data mean? 
• Personal data 
Information that directly or indirectly says something about you as a person is called personal data. Examples of 
this are your name and address, your income or your personal assets. Information about a sole proprietorship and 
a commercial or professional partner relationship is also regarded as personal data. Information about a legal 
entity is not personal data, but information about a contact person or representative of a legal entity is. 

• Processing 
Processing means everything that  can be done with your personal data. Think of the collection, storage, use, 
provision, transmission and deletion of data. 
 

1. Whose personal data does Rabobank process? 
We process personal data if we have, want to enter into or have had a business relationship with your company or 
other legal entity, with you and/or with representatives of your company. 
We process the personal data of : 
• Persons who show an interest in Rabobank or in our products and services; 
• Persons who are otherwise connected to a company or organisation with which we have, want to enter into, or 
have had a business relationship (such as employees, executive directors, authorised representative or (ultimate) 
interested party (UBO))); 
• Persons who are not customers of Rabobank and about whom we receive personal data directly or through 
others; 
• Providers or guarantors of securities. 
 

2. What does Rabobank expect from companies and organisations? 
If your company or organisation transfers personal data of employees, executive directors or Ultimate Beneficial 
Owners (UBOs) or Stakeholders to us, we expect your company or organisation to inform the persons in question. 
We also collect personal data from employees or executive directors that your company or organisation does not 
provide itself.  We request this information from the Chamber of Commerce or from other publicly accessible 
sources.  We also record this data.  You can give this Privacy Statement to them, so that they can read how we 
handle their personal data. 
 

3. Who is responsible for the processing of your personal data? 
In this Privacy Statement we describe how Rabobank Wholesale Banking processes personal data in the 
Netherlands. 
• Personal data may be shared within the Rabobank Group to the extent permitted by law. The Group's divisions 
also include other divisions, such as DLL.  An overview of the Group's divisions can be found here. When sharing 
data within the Rabobank Group, we comply with the rules that apply within the Rabobank Group, the Rabobank 
Privacy Codes.  These rules describe how the divisions of the Rabobank Group handle personal data. 
 

https://www.rabobank.com/nl/about-rabobank/profile/organisation/subsidiaries/index.html
https://www.rabobank.com/nl/about-rabobank/profile/organisation/subsidiaries/index.html


 
 

4. What personal data does Rabobank process? 
 

Types of personal data What kind of personal data 
could this be? 
 

What are examples of use of 
this personal data? 
 

Information enabling someone to be 
identified, directly or indirectly 

Name, address, telephone number, e-
mail address, information on your 
identity document. 

For identification, to draw up an 
agreement or to contact you.  

Information about or for contracts or 
financial reports 

Information about the financial 
situation, the products included in your 
investment profile (if you invest) and 
information used to obtain financing. 
This also applies to other products and 
services that are offered. 

To assess creditworthiness or to 
determine whether a product/service 
is suitable. 

Payment and transaction details Details of the person to whom you 
have paid, from whom you have 
received a payment, when a payment 
has been made and what the balance is 
on your account. The payment and 
transaction data also includes the 
categories of a payment. We only 
process these ourselves, we do not 
share the categories with other parties. 

• To make a payment for you. 
• If you use the switching service, to 
pass on your details to the other bank. 
• For the protection of your and our 
safety. For example, if a payment is 
made with your card at the same time 
in the Netherlands and in another 
country. We can then possibly take  
action. 
• To give you insight into your finances. 
Also, payment and transaction data 
and the categories of this data are 
sometimes used for other purposes. 
For example, for research by Rabo 
Research. We only use this data for 
other purposes if this is in accordance 
with the law or with your permission. 

Location data  Information that indicates where you 
are located. 

To determine where and when you 
used your debit card. We do this to 
combat fraud.  

Special categories of personal data, 
criminal data and National Identity 
Number (e.g. BSN) 

Information about your health, 
biometric data, data of criminal 
convictions and offences, data 
revealing your racial or ethnic origin or 
political opinions, and your National 
Identity Number (e.g. BSN) or 
equivalent.  

• In the context of tax obligations and 
the fight against terrorism, we are 
obliged to include information about 
your country of birth. 
• In addition, we may record special 
categories of personal data in the 
context of the fight against money 
laundering and tax evasion, and 
mandatory reporting from public 
sources, such as media searches. 
• In addition, we record special 
categories of personal data in the 
context of payments, for example 
when you make a payment in a 
pharmacy or transfer money to a 
political party. We may use biometric 
data to identify you. 
• In order to establish and verify your 

identity, we may also use biometric 

data, such as a finger or face scan 



 
 

Recorded telephone conversations, 
conversations with Rabobank 
employees, recordings of video calls, 
online chat sessions, video surveillance, 
recorded e-mails and social media.  

• Conversations we have with you, and 
you with us, over the phone or via 
online chat and video. 
• Conversations we have with you 
personally that we record. 
• Emails we receive from you. 
• Camera images from bank branches 
or at ATMs. 
• Comments, videos, photos, likes and 
public posts you post on social media. 

 

• We may use the recorded (video) 
conversations, emails and online chat 
sessions to combat fraud, comply with 
legal obligations, check quality, provide 
evidence, improve our services and to 
train, coach and assess our employees. 
• Camera surveillance is used to 
combat and investigate fraud, to 
provide evidence and to monitor 
quality. 
• We use the comments, videos, 
photos, likes and (public) messages to 
answer questions, post comments and 
share information on our social media 
company pages or on websites or 
social networks not managed by us. 
We follow public messages and 
reactions about Rabobank. 

Data that says something about the 
use of our website, e-mails and the 
app.  

• Cookies 
• Pixels 
• IP address 
• Data about the device with which you 
use our online services or visit our 
website. 

• Fingerprinting 

 

• To keep track of your internet 
behaviour in our app and on our 
website 
• To ensure that our online services 
can be used.  
• To improve our website. 
• To display targeted advertisements 
and banners. 
• To prevent fraud. 
• We use Fingerprinting to prevent 
fraud. With this technique we can 
distinguish your computer from 
another  computer with which we can 
find out whether your computer is 
controlled by someone else. With this 
we try to protect you against 
undesirable actions, for example 
against the unnoticed changing of the 
counterparty account of a payment 
order. 

Information we receive from other 
parties 

 

• Data of the Chamber of Commerce, 
Dun & Bradstreet Registry and the Land 
Registry. 
• Companies that you have given 
permission to share your data such as 
other banks and databrokers. 

• We use this information to check 
directors and UBOs, to determine 
whether you are creditworthy. 

• We use your transaction details from 
an account with another bank if you 
want to see them in the Rabo App. 

 
Information we share with other 
parties 

 

• Financial information. 
• Information we provide to other 
parties that we engage to help us 
provide services. 
• Data that you have requested us to 
share with another party. 
• Data that we have to share with our 
supervisory authorities or the UBO 
register. 
Information we need to share with law 
enforcement, a regulator or tax 
authority 

 

• We are obliged to provide specific 
data to the Dutch tax authorities and to 
our supervisory authorities: the 
Netherlands Authority for the Financial 
Markets (AFM), the European Central 
Bank (ECB), de Nederlandsche Bank 
(DNB), the Dutch Authority for 
Consumers and Markets (ACM) and the 
Dutch Data Protection Authority (Dutch 
DPA). 
• Other parties (such as marketing 
agencies) who process data on our 

https://www.rabobank.com/nl/footer/privacy/cookies/index.html


 
 

behalf because they are involved in our 
services. 
• You can also ask us to share specific 
data with a third party, for example if 
you use IDIN. 
• For the purpose of joint transaction 
monitoring, we may share data with 
other banks and TMNL (transaction 
monitoring) to prevent money 
laundering and terrorist financing. 

Information we need to fight fraud, to 
ensure your and our security, and to 
combat money laundering and terrorist 
financing 

 

• The data we store in our internal and 
external referral registers, sanction 
lists, location data, transaction data, 
identity information, camera images, 
cookies and IP address. 
• Data about the device with which you 
use our online services. 

 

• In order to comply with legal 
obligations and to prevent you, the 
financial sector, Rabobank or our 
employees from becoming a victim of 
fraud, we check whether you appear in 
internal and external referral registers 
and we must check whether your name 
appears on sanction lists. 
• We may use your location and 
transaction information to determine 
whether your payments are consistent 
with your normal spending habits. 
• We may use your IP address, device 
data and cookies to combat online 
fraud (DDoS attacks) and botnets.  

 

5. How does Rabobank obtain your personal data? 
We receive your personal data from your company and/or from you yourself. Consider, for example, information 
that you provide on our website so that we can contact you, or data that is linked to services that we provide, such 
as syndicated loans and payments. 
We may also receive your data from: 
a. business units within the Rabobank Group, for example: 
• for the purpose of combating fraud, money laundering or terrorism 
• internal administrative business processes 
• to draw up and implement risk models 
• to improve our services 
• in view of our duty of care 
b. other (financial) institutions, with a view to combating fraud, money laundering and terrorism.  
c. suppliers and other parties with whom we cooperate. Dun & Bradstreet for example. We may also receive 
information from the Land Registry, CBS, EDM, Orbis, Reuters, Bloomberg and the Chamber of Commerce. 
d. public sources, such as newspapers, public registers, websites and general sources on social media. 
e. another party, in the event that you have given permission to share data with us.  
 

6. Why and on what grounds does Rabobank process personal data? 
We can only provide the best service when we know you and your business well. For this we need your personal 
data and we need to process this data. We do this because we have to execute an agreement with you, but also 
because we are legally obliged to do so. We process your data for the purposes mentioned in 6a-6i and on legal 

grounds. However,  Rabobank also offers other non-bank services. For example, this may include  the 
services offered by Rabo Carbon Bank (part of Rabobank). We also process personal data for these 
services, for example if you have given us permission for Carbon Insights. 
 



 
 

Lawful Bases for processing 
We may only process your personal data if there is a so-called 'lawful basis' for doing so. We usually process your 
data because this is necessary for the conclusion or execution of the agreement we have with you or because we 
are legally obliged to do so. In other cases, we may have a legitimate interest in processing your data. 
 
 

Lawful basis for processing Purpose of the processing  
To conclude and execute an agreement with you  To be able to enter into a relationship and agreement 

with you (sub a) 
Contract and assignments to be performed 
(subparagraph (b)) 
To enter into and execute agreements  with suppliers and 
other parties with whom  we cooperate (sub f) 
To comply with legal obligations (sub g) 

Because we have a legal obligation to process the data To be able to enter into a relationship and agreement 
with you (sub a) 
Contract and assignments to be carried out 
(subparagraph (b)) 
For the safety and integrity of you, the bank and the 
financial sector (sub c) 
To enter into and execute agreements with suppliers and 
other parties with whom  we cooperate (sub f)  
To comply with legal obligations (sub g) 
For the execution of business processes, management 
reports and internal management (sub h) 

Because the processing of your personal data is in the 
legitimate interests of the bank or other parties. We must 
then be able to demonstrate that our interest in 
processing your personal data outweighs your right to 
privacy.  

To be able to enter into a relationship and agreement 
with you (sub a) 
Contract and assignments to be carried out 
(subparagraph (b)) 
For the safety and integrity of you, the bank and the 
financial sector (sub c) 
For the development and improvement of products and 
services (sub d) 
For relationship management, promotion and marketing 
purposes (sub e) 
To enter into and execute agreements with suppliers and 
other parties with whom  we cooperate (sub f)  
 To comply with legal obligations (sub g) 
For the execution of business processes, management 
reports and internal management (sub h) 
For archiving, scientific or historical research or for 
statistical purposes (i) 
 

Because you have given your consent for the bank  to 
process your personal data  

For the development and improvement of our products 
and services. For relationship management, promotional 
and marketing purposes 
 
Once provided, you can always withdraw your consent at 
any time by reporting this to us . 
 

 
 

Do we use the 'legitimate interest' lawful basis to process your data? Then we weigh up the interests of Rabobank 
or a third party with the infringement of your right to privacy. For example, our interests include the following: 

• We protect our own financial position (for example, by assessing whether you can repay your loan, or if we want 
to sell your loan or other liabilities).  We fight fraud to protect ourselves, but also the financial sector, to ensure 
your and our safety, and to prevent damage. 
• We need to improve our business processes, take measures in the context of business management and carry 
out checks on our internal processes. 
• We transfer loans, we merge companies or take over companies to remain a financially healthy bank. 
• We have an interest in the financial well-being of our customers. We take measures to help you. We try to see 
possible payment arrears coming at an early stage. 

https://www.rabobank.com/en/footer/privacy/index.html#accordion-


 
 

• We may have an interest in direct marketing and will keep you informed of new or existing products that we 
believe are right for you. 
• In order to keep our administration and services in order, we record data in our basic systems. So that different 
applications within the bank use the same basic data. 
• We do statistical research. This is done, among other things, by our own research department. For example, they 
measure how the economy is developing. We do this because we have a legitimate interest in doing so. 
• We make models and calculate risk scores to assess whether you can repay your credit and what the level is of 
the capital requirements buffers that we as a bank must maintain.    
 
We weigh our interests or the interests of external parties against your interests and your right to privacy. For 
example, we look at whether we can achieve the same goal in a different way. And whether we really need all the 
data. Do we want to use confidential data? Then your right to privacy initially weighs more heavily and we will not 
use your data on the basis of legitimate interest. Sometimes it is not clear in laws and regulations on which legal 

basis we may process your data. It may be the case that the obligation not in a law or does the law not apply 

directly to us, but a supervisory authority does require us to process certain data. In such a case, we will use your 
data on the basis of the legitimate interest after we have weighed up the interests. Also consider the obligation to 
create risk models. We have an interest in keeping the financial sector healthy, which is why we use this data on 
the basis of legitimate interest. Examples include: 
• checking the IBAN to prevent you from becoming a victim of fraud. 
• making recordings in image and sound during an incoming or outgoing call in order to combat fraud and improve 
the quality of our services. This helps us to properly train, coach and assess our employees. In addition, these 
recordings provide any necessary evidence. 
 
Others may also have a legitimate interest in the processing of your data by us.  For example, if someone has 
unintentionally transferred money to you and you do not want to repay it. Or if someone has transferred money to 
you, you do not deliver products, and a declaration is made. Then in some cases we can pass on your data to the 
person who has (accidentally) transferred money to you. 
 
Do we process your data because we have a legitimate interest in doing so? And do you think your interests 
outweigh those of the bank? Then you can object to that. You can read how to do this under "what rights do you 
have with us?". 
 
Purpose of the processing 
a. To enter into a business relationship and agreement with your company and/or you 
We need your personal data if you and/or you want to become a customer, if you want to use a new product or 
service, or if you want to contact us. 
• For example, we need to conduct research to assess whether we can accept your company and/or you as a 
customer. Depending on our assessment of your risk profile, we are obliged to ask additional and more detailed 
questions in order to build a good customer file.  When your company and/or you become a customer, we need to 
establish your identity for virtually all of our products and comply with our legal obligations. As part of this, we 
may make a photocopy of your ID. 
• If you wish and to the extent technically possible, we may also use biometric data, such as a face scan, to 
establish and verify your identity. We use the photocopy of your id for identification and verification purposes 
only. 
• If your company and/or you want to become a customer, or are already a customer with us, we consult the 
incident registers and warning systems of Rabobank (the internal referral register) and of the financial sector (the 
external referral register).  
• We also check whether your company and/or you are listed on national or international sanction lists. 
• We determine whether the requested products or services are suitable for your company and/or for you. For 
example, we assess whether we can provide your company and/or you with credit. In this assessment, we also use 
data that we obtain from other parties. 

https://www.rabobank.com/en/footer/privacy/index.html#accordion-
https://www.rabobank.com/en/footer/privacy/index.html#accordion-


 
 

• We perform analyses to assess whether we can provide your company and/or you with credit or other products. 
In some cases we have to do this, because we are obliged to do so under Dutch or European laws and regulations. 
• If necessary, we calculate the creditworthiness of your company and/or of you. For this purpose, we use 
information that your company and/or you provide to us. We can also look at the use of your loan or other 
financial product, and how much money your company and / or you withdraw. We are required to use 
creditworthiness when deciding whether or not to grant credit, and in the case of financing, to determine the price 
your business and/or you must pay and to establish an early warning system. The creditworthiness is then used by 
authorized employees to determine whether your company and / or you receive credit. The decision whether to 
grant credit to your company and/or to you and the calculation of its price is not yet fully automated. The alerting 
of possible default of payment is also not fully automatic. 
• The moment your company and/or you, for example, request a financial product, the bank can use a profile of 
your company and/or you to see whether a product is and remains suitable for your company and/or for you. We 
have studied the characteristics of customers with payment arrears from other parties and can develop a model on 
the basis of this research. We can use this model if your company and/or you apply for a financial product or 
during the term of your financial product. If this model shows that your company and/or you are at high risk, we 
may decide not to provide your company and/or you with a particular financial product.  
 
b. To fulfil agreements and carry out assignments 
When your company and/or you become a customer with us, we want to be of service to you. We carry out the 
assignments we receive from your company and/or from you and comply with the agreements we have concluded. 
This is what we have agreed with your company and/or with you. We process personal data for this purpose.  
 
If you contact us by phone or  other electronic means , we may ask additional questions to identify you. These 
questions may relate to the personal data known to us from you. This way we reduce the chance that you will 
become a victim of fraud 
 
• If your company and/or you make a payment through us, we will pass on your details to another bank. The payee 
can also see and register your payment details. Both the person issuing the payment order and the payee may 
request specific information relating to the other party's account. 
• When executing a payment order, we may check the IBAN to ensure that the IBAN you have provided in the 
online or mobile banking app matches the name known to us. If not, you will receive a notification. Your company 
and/or you can then decide whether to continue or adjust the payment order. 
• If your company and/or you use the switching service, we will transfer the balance of your account to your new 
bank. You will receive an account overview with a list of all transfers. We may use a third party to ensure that 
withdrawals and incoming payments are credited to the correct account. 
• For example, we may record and document phone calls, email messages, camera footage, online chat sessions 
and video chat sessions. The purpose of this is, among other things, so that we can prove that you have given a 
certain investment assignment. We may also do so if we are required to do so by law, to provide evidence, monitor 
quality, investigate fraud and other matters, and to train, coach and assess employees. 
• For example, if your company and/or you ask us for a loan, or if you want to invest, we may take into account 
information about other products you have with us. We can also take this into account during the term. 
• We also provide your company and/or you with information about the transactions on your bank account and 
about credit or financing. If your business and/or you are at risk of falling behind with your payments, we may 
contact you to find a solution. 
• Your company and/or you can always request us to pass on your personal data to an external party. In that case, 
we transfer your personal data to that party. This can occur if, for example, you use IDIN or if you share data with a 
payment service provider. 
• In our role as an intermediary, in which we act for other service providers such as Achmea, we transfer data in 
order to be able to carry out our work as an intermediary. 
 
 
 
 



 
 

c. To ensure your safety and integrity, as well as the security and integrity of the bank and the financial sector 
We process your personal data to ensure your security, ours and that of the financial sector. We also do this to 
prevent fraud, money laundering and the financing of terrorism.  
 
Customer Due Diligence 
Not only at the time we enter into a business relationship with your company and/or with you, but also during our 
business relationship, we may monitor you, your representatives and UBOs or other directors to determine 
whether we can still accept you as a customer. For example, your financial position can be a reason to carry out an 
extra check. Or the people with whom your company and/or you do business. 
 
Incident registers and warning systems 
If you become a customer with us, but also if you are already a customer of ours, we consult our own internal  
alert system (the IVR) and that of the financial sector, the External Reference Register (EVR) .  
 
Not all bank employees consult the data in these registers themselves. Does a bank employee take a test  
in the internal or external referral register? Then the tester only sees that there is a 'hit', but not why someone  
is included in the IVR or the EVR. In the event of such a hit, the tester must always approach his safety department 
for advice. If necessary in the event of an EVR hit, Rabobank's Security Department consults with a security 
department of a participant in the Protocol Incident Warning System for Financial Institutions (PIFI) about the 
nature of the registration. Rabobank's Security Department assesses whether the customer is allowed to have a 
product or use a service on the basis of the information it has in its own administration or the Incident Register. 
 
We may share information contained in the incident register with other financial institutions. We only do this in 
cases where this is permitted under the Financial Institutions Incidents Alert System (PIFI) Protocol. 
 
In addition, public authorities send us lists (e.g. sanction lists) of persons that we must include in our warning 
registers. These are individuals with whom financial institutions should not do business, or to whom the financial 
sector should pay extra attention. 
 
We can consult the incident registers and warning systems and we can also include your personal data in these 
registers. If we include information about you in these registers, we will notify you, unless we are not allowed to 
do so, for example because the police ask us not to inform you in the interest of their investigation. If you do not 
agree with the registration of your personal data, you can object to this or request that your data be corrected or 
deleted. More information can be found here. 
 
Publicly accessible resources 
We consult publicly available sources, such as public records, newspapers, the internet and public profiles on social 
media, in an effort to combat fraud and protect the bank.  
 
Fraud, terrorist financing and money laundering 
We may perform analyses intended to prevent fraud, terrorist financing and money laundering and to protect you 
and the bank. For example, we may create a profile of your normal payment behavior to combat fraud or misuse 
of debit and credit cards. If the observed behavior deviates from your normal payment pattern, this may be a 
reason to reject or postpone payments. This is fully automated. If we decide to do this, we will inform you as soon 
as possible. In the context of combating fraud, we may use information that your company and/or you have not 
provided to us yourself, such as information about the transactions made through your account. We may also 
share your transaction details with other banks to prevent money laundering and terrorist financing. The 
supervisory authority also obliges us to do this. To prevent fraud, we may check the IBAN to ensure that the IBAN 
you have provided in the online or mobile banking app matches the name known to us. If not, you will receive a 
notification. You can then decide whether to continue or adjust the payment order. We can also check the IBAN 
for other parties to prevent, signal and combat abuse of the payment system. 
 

https://www.nvb.nl/publicaties/protocollen-regelingen-richtlijnen/protocol-incidenten-waarschuwingssysteem-financi%C3%ABle-instellingen/
https://www.nvb.nl/publicaties/protocollen-regelingen-richtlijnen/protocol-incidenten-waarschuwingssysteem-financi%C3%ABle-instellingen/
https://www.rabobank.nl/particulieren/privacy/privacy-statement#doelgebruik


 
 

In the context of combating cybercrime and computer attacks such as botnets, we pass on information about you 
to parties that combat cybercrime. We do this if we discover that your safety or the safety of the financial sector is 
at risk. Of course, we only do this if we have an agreement with these parties regarding the careful use of your 
data. 
For example, we record and document phone calls, email messages, camera footage, and online chat sessions. We 
do this in the context of fraud investigations. For example, we make camera images to prevent fraud with bank 
cards. We may also do so if we are required to do so by law, to provide evidence, to monitor quality, and to train, 
coach and assess employees. 
 
d. To help develop and improve products and services 
In order to be of service to you and to be able to innovate, we continuously develop and improve our products and 
services. We do this for ourselves, for our business customers and other parties. 
• Sometimes we combine data sources, such as information about the products and services you use and the 
balance on your account. We may conduct benchmarking research for our corporate clients, to provide them with 
additional information about how they are performing compared to other companies. The results of this research 
always relate to a group of customers, never to an individual customer (we call this aggregated data). 
• We also process data when we analyse your visit to our website. We do this to improve our website. We use 
cookies for this. 
• By analyzing personal data, we can see how you use our products and services. We also use the results of the 
analyses to categorize customers into groups. This is how we develop customer and interest profiles. 
• Sometimes we use other parties to process your personal data for this purpose, for example to take 
measurements or to ask you how we can improve our services. In that case, these parties act on behalf of 
Rabobank. 
•We also conduct research to improve our products and services. For example, we may ask you to respond to a 

product survey. Or to assess a product. You do not have to cooperate in such an investigation. 

•In the Rabo App we can offer a test environment in which we do experiments. We do these experiments to 

develop products and services. In the context of such an experiment, personal data are also processed. You decide 

whether you participate in experiments.  



 
 

 
e. For account management and promotional and marketing purposes 
We process your personal data for the purpose of account management and for promotional and marketing 
purposes. In doing so, we use data that we have obtained from your company and/or you, such as payment details 
and your activity on our website, as well as information that we have not obtained directly from you, but from 
public registers (such as the Chamber of Commerce), publicly available sources (such as the internet) and from 
other parties (such as data brokers). 
• We may use your data to inform you about a product provided by Rabobank, the Divisions of the Group, or of 
external parties in which you may be interested.  
• We perform analyses and develop profiles for marketing and account management. 
In this way, we can combine your existing Rabobank products with the details of your visit to our website, so that 
we can display information that is relevant to you.  If you accept cookies, we can show specific offers on banners 
on our website or an announcement in the Rabo app. 
• We also use the services of advertisers to place advertisements for a specific target group. We indicate for which 
target group or profile type our ad is intended. The advertiser places the ad for people who belong to the target 
group or who match the profile. We never share individual customer data with these advertisers. We process your 
data together with providers of social networking services if, for example, you post comments, videos, photos, 
likes and public messages on our social media pages, or post a comment about Rabobank on a website or social 
network that we do not manage. We use your information to post a comment or to share information. For 
information on how these providers of social network services process your personal data, please refer to the 
website of these providers. 
• We may also use analytics to provide our clients with information for benchmarking purposes. If we use your 
data for these analyses or develop profiles, we ensure that your data is first pseudonymise (de-personalise your 
data) as much as possible  and is only accessible to a small number of employees of the bank. 
 
If you do not want your data to be used for direct marketing by post, e-mail or telephone, you can contact your 
relationship manager.  
 
 

f.  Enter into and execute agreements with suppliers and other parties with whom we cooperate 

If you are in contact with Rabobank for work-related reasons, we may process your personal data, for example to 
determine whether you are authorised to represent your company, or so that we can provide you with access to 
our offices. Where necessary, we can consult incident registers and warning systems before concluding an 
agreement, but also if the agreement already exists, in the context of screening, incident registers and warning 

systems.  We may also process your personal data to manage our business relationships with you if, for 
example, we invite you to a meeting or to ask your opinion about our products and services. 
 
  

https://www.rabobank.com/nl/home/index.html
https://www.rabobank.com/nl/about-rabobank/in-society/social-media/index.html
https://www.nvb.nl/publicaties/protocollen-regelingen-richtlijnen/protocol-incidenten-waarschuwingssysteem-financi%C3%ABle-instellingen/


 
 

 
g. To comply with legal obligations 
Laws and regulations 
Under various forms of national and international laws and regulations, we are obliged to analyze a large amount 
of data that relates to you. Sometimes we need to transfer such information to European and other public 
authorities. We must comply with these laws and regulations, such as the Financial Supervision Act, in order to be 
able to offer your company and/or you financial products and services. We also process personal data to fulfil our 
duty of care. 
In addition, we must comply with laws and regulations that have been developed to combat fraud, crime and 
terrorism, such as the Money Laundering and Terrorist Financing (Prevention) Act. For example, we are required to 
carefully research customers and conduct further investigations if you own certain assets or if an unusual 
transaction occurs in your account. If we discover an unusual transaction, we must notify the competent law 
enforcement authority. Under this act, we must determine who the is Ultimate Beneficial Owner (UBO) of a 
company or organization with which we have a business relationship is. It is possible that we work together with 
other banks.  When accepting business customers, we are obliged to match the ultimate beneficial owner of an 
organisation with the UBO register maintained by the Chamber of Commerce. If the information we have is not 
correct with the data recorded in the UBO register, we must report the differences back to the Chamber of 
Commerce. 
We may receive a request for data from the Dutch tax authorities, the police and the Public Prosecution Service, as 
well as from organisations such as the intelligence services. In that case, we are legally obliged to cooperate with 
the investigation and to transfer data that relates to you. As a partner, we can work together with, for example, 
the police or the Public Prosecution Service to prevent large-scale fraud, money laundering and the financing of 
terrorism. 
 
Providing data to the government 
Pursuant to laws and regulations, we may be required to transfer data relating to you (analysed or otherwise) to a 
government authority, a tax authority or a supervisory authority within or outside the Netherlands, such as the 
Netherlands Authority for the Financial Markets (AFM), the European Central Bank or de Nederlandsche Bank 
(DNB). Since we have to comply with legal obligations and treaties, we sometimes have to transfer data relating to 
you to the Dutch tax authorities or to foreign tax authorities. 
 
Risk models 
European rules require that we create risk models if your company and/or you apply for a loan or credit, or if your 
company and/or you received a loan or credit from us. This happens because it allows us to determine which risks 
Rabobank runs and how large the buffer is that we must maintain. Within the Rabobank Group, we process your 
personal data for this purpose. 
 
We should also use these models to avoid situations where you are unable to repay your funding, or cannot repay 
it on time. We can also use these models to determine the price you have to pay when financing. The law obliges 
us to do so. In this context, we can also use profiling and other techniques to make decisions in an almost fully 
automated way. 
 
These risk models can also predict how likely you are to fall into payment arrears. We can use the information 
from the models to prevent payment problems or to tackle them more quickly, for example in consultation with 
you. Within the Rabobank Group, we then process your personal data for this purpose. We do this for several 
reasons. This may be because we fulfil our agreement with you, because the law obliges us to do so, but also 
because there is a legitimate interest for us. 
 
 
  



 
 

 
Recording and documenting 
For example, we record and document phone calls, email messages, and online chat sessions. We do this to 
comply with legal obligations, for example in the context of investment services. We may also do this to provide 
evidence, monitor quality, fight and investigate fraud, and to train, coach and assess our employees. 
 
h. To carry out business processes and for management reports and internal management 
Know your customer 
As a service provider, we find it important and necessary to have a good picture of our customers. This means, 
among other things, that we want to know with whom your company and/or you work.  For this purpose, we 
process your personal data, and we may also process personal data from third parties with whom you do business.  
 
Determining credit risk of loans and loan provisions 
Borrowing involves a credit risk. We need to determine what that risk is so that we can calculate the buffer that we 
need to maintain. In connection with this, we process data relating to your loans and credit provisions. 
 
Assignment of claims 
It may happen that we transfer our loans to your company and/or to you to another party. If such a transfer takes 
place, your personal data will be processed. 
We may need to disclose your personal data to a potential buyer or acquirer in the course of the transaction to 
facilitate both the potential and actual transfer. If the loans have been transferred, the other party will process 
your personal data. We agree with the other party that the latter complies with the laws and regulations in the 
field of personal data protection when processing. We also do this when a contract is acquired in the event of a 
merger or demerger. 
  
Monitoring and investigation 
We also process your personal data to conduct our internal and external checks and investigations, or when we 
seek help from a third party, for example, to investigate how well new rules have been introduced. 
 
Improving our business processes 
We also use personal data to analyse and improve our business processes so that we can help your business 
and/or you more effectively or make our business processes more efficient and produce management reports.  We 
validate our models before we use them. Where possible, we first pseudonymise (de-personalise your data) as 
much as possible. 
 
i. For archiving, scientific or historical research, or statistical purposes 
We may also process your personal data for archiving purposes in the public interest, scientific or historical 
research, or statistical purposes. We may use universities and research institutes to help us with this. Where 
possible, we first first pseudonymise (de-personalise) your data. 
 

7. How long does Rabobank keep your personal data? 
We do not keep your data longer than is necessary to serve the purposes for which we collected the data or the 
purposes for which data is reused. We apply data retention guidelines. This policy describes how long we retain 
data. In the Netherlands, this is usually for seven years after the termination of the relevant agreement or the 
termination of your business relationship with Rabobank. Data is sometimes stored for a longer period of time, for 
example if the supervisory authority asks us to retain specific data for longer in the context of risk models. In some 
cases, we use shorter retention periods. For example, we generally do not store data of payment orders for longer 
than two years, while camera images are only stored for four weeks. 
In specific situations, we may retain data for longer than the retention period we have set. For example, we do this 
at the request of judicial authorities, in which case we keep the camera images for longer than four weeks, or if 
you have filed a complaint, the underlying data must be kept longer. If we no longer need the data for the 



 
 

purposes described in sections 6a-6i, we may retain the data for archiving purposes, in case of legal proceedings, 
for historical or scientific research, or for statistical purposes. 

8. Does Rabobank also process special categories of personal data, 

information about criminal convictions and National Identification 

Number? 
Special categories of personal data, information about criminal convictions and citizen service numbers (BSNs) are 
confidential data in the Netherlands.  Special categories of personal data include data on health, biometric data 
and data on racial or ethnic origin. We may use biometric data, such as your fingerprint or a facial scan, for 
identification and verification. 
We only use your citizen service number (BSN) if this is legally permitted. The same applies to your tax number, 
which we may have to pass on to a relevant tax authority. We participate in incident registers and alert systems for 
the financial sector and in this context can process information about criminal convictions. These incident registers 
and alert systems serve to protect the interests of financial institutions and their customers. For example, fraud 
cases are identified and recorded. 
In addition, we process special categories of personal data if this is permitted by law, because this information has 
been made public by you, or with your consent. We ask for your consent to record this information. 
If you give us consent to record special categories of personal data that relates to you, or if you have made this 
information public yourself, we will only process this data if this is necessary for our services. If you have given us 
consent to record special categories of personal data, you can withdraw consent at any time. Please contact your 
own Rabobank if you want to do this. 
 
From the transaction information that we are obliged to provide you with, and that can sometimes be viewed by a 
counterparty or an external party (for example, an account information service provider) can derive data about 
your health, political preference or other special categories of personal data. 

9. Does Rabobank use automated individual decision-making, including 

profiling? 
Automated individual decisions are decisions made about your business and/or you by computers, not people. If 
such a decision produces legal effects for you or if this decision has a similar effect on you, we may not rely solely 
on automated decision-making. Unless it is necessary to conclude or perform a contract, this is permitted by law, 
or if you give us explicit permission to do so. In that case, you have the right to human intervention, to make your 
position clear and to contest the decision.We may use automated decision-making that may be relevant to you in 
the following situations: 
• If necessary, we calculate your creditworthiness. We are obliged to use the calculation of your creditworthiness 
when deciding whether or not to grant you credit. The creditworthiness is then used by authorized employees to 
determine whether you receive credit. 
The decision to grant your credit is not fully automated. 
• When a payment is made that is not in line with your normal spending pattern, we may use automated decision-
making and stop the payment (temporarily). 
We do this to prevent fraud through your account. If we stop the payment, we will inform you as soon as possible. 

10. Which people have access to your data? 
Within Rabobank, people only have access to your personal data if this is necessary for their  
job function. All these persons also have a duty of confidentiality 

https://www.nvb.nl/publicaties/protocollen-regelingen-richtlijnen/protocol-incidenten-waarschuwingssysteem-financi%C3%ABle-instellingen/


 
 

11. Do we also use personal data for other purposes? 
If we wish to use information for any purpose other than the purpose for which the information was obtained, we 
may do so, provided that the purposes are closely related. 
If there is no sufficiently strong link between the purpose for which the information was obtained and the new 
purpose, we will check for a new “lawful basis”. In some cases, we can ask you to give consent if we still want to 
use the information. You can withdraw your consent at any time. You can contact your relationship manager for 
this. 
 

12. Does Rabobank transfer your personal data to other parties and to 

countries outside the EU? 
a. Within the Rabobank Group 
Your personal data may be shared with divisions of the Rabobank Group, for example because you ask us to do so, 
or because you also purchase a product from another division of Rabobank. For example, information that has 
been used to establish your identity may also be used by another division of Rabobank with which you want to do 
business. We can also exchange your data, for example, to combat fraud, to prevent money laundering, to improve 
our services and in the context of risk management, internal administration and our duty of care. 
These divisions of Rabobank may also be located in countries outside the European Union, where less stringent 
data protection rules apply. We share your data with divisions of the Rabobank Group, in which Rabobank has a 
majority interest, but only if the divisions comply with the rules of Rabobank, as set out in the Rabobank Privacy 
Code.  The Rabobank Privacy Codes are also known as 'Binding Corporate Rules' (BCRs). They define the data 
protection rules that all areas of the Rabobank Group must comply with. The Rabobank Privacy Codes therefore 
ensure an appropriate level of protection of personal data across the Rabobank Group. Because of these codes, 
the same rules apply to all parts of Rabobank and we are allowed to share data within the Rabobank Group. . The 
Rabobank Privacy Code guarantees adequate protection of personal data. 
b. Outside the Rabobank Group 
Your data will also be transferred to other parties outside Rabobank if we are legally obliged to do so, because we 
have an agreement with your company and/or with you, or because we engage another service provider. 
 
Competent authorities 
We transfer your personal data to external parties if we are obliged to do so. Examples of such external parties 
include national and European supervisory authorities, such as the Netherlands Authority for the Financial Markets 
(AFM), de Nederlandsche Bank (DNB), the Netherlands Authority for Consumers and Markets (ACM), the European 
Central Bank (ECB) and the Dutch Tax And Customs Administration. 
In order to comply with the 'ethical code of conduct for the Dutch banking sector', we sometimes have to provide 
personal data to the Stichting Tuchtrecht Banken. If your company and/or you file a complaint with KIFID or the 
Dutch Data Protection Authority, we may have to provide your personal data to these bodies. The Tax and 
Customs Administration, the police and the Public Prosecution Service, but also an intelligence service or a benefit 
agency can ask us to provide information. We are legally obliged to cooperate with investigations and to provide 
your personal data. 
 
Our service providers 
We also transfer data if this is necessary to perform our agreement with your company and/or with you.  For 
example, we use external parties such as SWIFT to ensure that you can make payments. When a payment is made 
to another bank or via another bank within the European Union (EU) or outside the EU, they can request your data 
because they are (legally) obliged to do so. In such cases, in addition to the data we always provide when a 
payment is made, we also transfer additional data, such as your date of birth and your place of residence. 
These external parties and other banks are controlled by their local supervisors. 
This may mean that your payment and transaction data will be transferred to other parties in countries where the 
same level of personal data protection does not exist as in the European Union. If your personal data is processed 

https://www.rabobank.com/nl/about-rabobank/profile/organisation/index.html
https://www.rabobank.nl/images/binding-corporate-rules-overzicht-landen_29958968.pdf?ra_resize=yes&ra_width=800&ra_height=600&ra_toolbar=yes&ra_locationbar=yes


 
 

in a country with a different level of data protection, this may mean that your personal data will be examined by 
competent national authorities in the countries where the relevant information is located. We also provide data 
about your company and/or you to other parties that we need to involve in our services, such as bailiffs, lawyers, 
accountants, debt collection agencies and consultants. If you are placed under guardianship, we may need to 
provide your details to your administrator. Sometimes you can take the initiative and transfer your data to another 
party yourself. For example, if you want a third party to be able to identify you using IDIN, or if you want to grant 
another party access to your data, such as an account information provider. 
 
Intermediaries 
If we act as an intermediary, we may share your personal data. For example, if you take out insurance with an 
insurance company through us, we must share your personal data with that insurer. We may also receive data 
from the insurer. If you apply for a financial product from Rabobank through an intermediary, we will receive your 
personal data from that intermediary and we must pass on your personal data to the intermediary. 
 
Business partners/other parties 
Sometimes we engage other parties / business partners who process personal data on our behalf. Examples 
include printing companies that provide mailings to customers for us and print names and addresses on envelopes, 
companies that place advertisements on our behalf in apps and websites, parties that conduct market research on 
behalf of Rabobank, and parties that store data for us. Before we engage such parties, we must first establish that 
they are sufficiently reliable. We only engage parties if this is in accordance with the purpose for which we 
processed your personal data, such as for promotional and marketing purposes. In addition, this other party can 
only be engaged by us after specific agreements with us, provided that this party has demonstrably implemented 
the appropriate security measures and guarantees that your personal data remains confidential. Your personal 
data may also be shared with other parties that we engage in the context of our business activities or for our 
services 
If we transfer your data to other parties outside the European Union, we take additional measures to protect your 
data. In some countries outside the European Union, the rules for protecting your data are different from those 
that apply within Europe. In that case, we assess as well as possible whether this can be done safely. For some 
countries, the European Commission has determined that there is an 'adequate' level of protection for personal 
data. For other countries, we use the standard contractual clauses approved by the European Commission. We 
also take additional (safety) measures if necessary. 
 

13. What rights do you have when it comes to the personal data we 

hold? 
a. The right to information 
In this Privacy Statement you will find a description of what Rabobank does with your data. In certain cases, we 
provide additional or different information. For example, if Rabobank includes your personal data in the bank's 
incident registers, you will be informed of this separately (provided that it is permitted to do so). We also do this if 
there are other reasons to provide you with information in addition to the Privacy Statement. We can do this via a 
letter, a message in your secure inbox, or in another way determined by us. 
b. The right to access and correct personal data 
You can ask us whether we process data relating to your company and/or to you, and if so, what data this 
concerns. In that case, we may provide you with access to the data processed by us that relates to you. If, in your 
opinion, your personal data has been processed incorrectly or incompletely, you can request that we change or 
supplement the data (rectification). 
c. The right to erasure ("the right to be forgotten") 
You can submit a request to delete data that relates to you and that we have recorded, for example if you object 
to the processing of your personal data. We don't always have to do that. And sometimes we're not even allowed 
to do that. For example, we may be legally obliged to store your data. 
d. The right to restriction of processing 



 
 

You can submit a request to temporarily limit the personal data that we process and that relate to you. This means 
that we temporarily process less personal data that relates to you. 
e. The right to data portability 
You have the right to ask us to provide you with data that you have previously provided to Rabobank in the context 
of a contract with us or with your consent, in a structured, machine-readable format, or request us to transfer such 
data to another party. If you request us to transfer data directly to another party, we can only do so if it is 
technically feasible. In some cases, you do not need to submit a request to obtain the information you have 
provided to us. 
For example, you can view your transaction data via our online services. 
f. The right to object to processing 
If we process your data because we have a legitimate interest in doing so but this is not required by law, for 
example if we record telephone conversations, you can object to this. In that case, we will reassess whether it is 
indeed the case that your data can no longer be used for that purpose. We will stop processing your data if your 
interest outweighs ours. We will inform you of our decision, stating the reason. 
g. The right to object to direct marketing 
You have the right to request that we no longer use your data for direct marketing. It may be that your objection is 
aimed at approach via a specific channel, for example if you no longer want to be contacted by telephone, but that 
you still want to receive our newsletters. We will then take steps to ensure that you are no longer contacted 
through the relevant channel. 
 

14. How can you exercise your rights regarding your personal data? 
You can exercise your rights by contacting your relationship manager. If you submit a request, we will respond no 
later than one month after receipt of your request. We may ask you to explain your request for access in more 
detail. For example, if you request access to recorded calls, we may ask you to provide keywords, such as the time 
the call took place and the number of the phone in question. In extremely specific cases, we can extend the period 
within which we must respond by up to a further two months. In that case, we will keep you informed of the 
progress we are making in processing your request. If you make a request, we may ask you for proof of your 
identity. For example, if you submit a request to exercise your right to access your data or your right to portability 
of your data, we would like to make sure that we provide the personal data to the right person. In that case, we 
ask you to come to the bank so that you can disclose your identity and we can verify your identity. In some cases, 
we may have doubts about whether we can send you the data safely. If this is the case, we ask you to come to the 
bank to retrieve your details. 
In certain cases, we may not be able to comply with your request, for example if it violates the rights of others, is 
against the law or is not permitted by the police, the Public Prosecution Service or another government agency, or 
because we have weighed up the relevant interests and determined that the interests of Rabobank or others 
outweigh the processing of the data. In this case, we will inform you of this. If we modify or delete your data at 
your request, we will inform you of this and, where possible, also inform the recipients of your data. 
 

15. Who can you contact with a question or complaint? 
Do you have a general question or complaint about the processing of personal data? 
Please contact your relationship manager.  
 

16. When do you contact our Data Protection Officer (DPO)? 
Rabobank has appointed a DPO. The DPO monitors the application and compliance with data protection laws such 
as the General Data Protection Regulation (GDPR). Are you not satisfied with the way a question or complaint has 
been handled? Then you can  contact the DPO via dpo@rabobank.nl. In addition, you can ask a question or file a 
complaint with the Dutch Data Protection Authority (AP). 

https://autoriteitpersoonsgegevens.nl/


 
 

 

17. Can we change this Privacy Statement? 
Yes, our Privacy Statement may change from time to time. This is possible if there are new data processes and the 
changes are important to you. Of course we will keep you informed of this. You will always find the most up-to-
date version of our Privacy Statement at: rabobank.com/privacy. 

 

https://www.rabobank.com/nl/footer/privacy/index.html

